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Introduction  
Digital wearables and AI-powered intelligent assistants sit at the intersection of multiple EU 
regulatory instruments, spanning product safety, medical device law, AI governance, data 
protection, cybersecurity, and electronic communications. No single instrument was designed 
with this technology category in mind, and their interaction generates genuine uncertainty 
such as at the classification threshold between wellness and medical software, at the 
conformity interface between the AI Act and the MDR or at the interpretive boundary of 
AI-generated health data under GDPR. 
This brief maps all the applicable instruments, elaborates on those with the most relevant 
policy tensions and grey areas, and sets out four targeted policy recommendations 
addressed to the European Commission, co-legislators, and relevant EU advisory bodies with 
focus on actions that can be taken within their existing institutional mandates. 
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PART I: Overview of Applicable EU Regulations and 
Directives  
The table below provides an overview of EU instruments relevant to digital wearables and AI 
assistants.The most relevant instruments are further discussed in the subsections that 
follow, with the relevant policy issue or regulatory grey area integrated into the analysis. 

Instrument Primary Scope Trigger 

General Product Safety 
Regulation  
(Regulation (EU) 2023/988) 

Consumer product safety Consumer product placed on 
the EU market 

Medical Devices Regulation 
(Regulation (EU) 2017/745) 

Medical devices & SaMD Intended medical purpose or 
limited category products 
defined in annex XVI 

Artificial Intelligence Act  
(Regulation (EU) 2024/1689) 

AI systems AI system placed on the EU 
market or used in the EU 

General Data Protection 
Regulation​
(Regulation (EU) 2016/679) 

Personal data processing Processing of personal data 
about an identifiable user 

Data Act ​
(Regulation (EU) 2023/2854) 

Connected product data 
access 

Connected product that 
generates data 

European Health Data Spaces​
(Regulation (EU) 2025/327) 

Use of electronic health data Electronic health data 
use/reuse 

Cyber Resilience Act  
(Regulation (EU) 2024/2847) 

Cybersecurity (products) Product with digital elements, 
especially connected 
hardware/software 

Radio Equipment Directive 
(Directive 2014/53/EU)  

Radio equipment The wearable / AI assistant 
uses Bluetooth, Wi-Fi or NFC 

NIS 2  
(Directive (EU) 2022/2555) 

Cybersecurity 
(operators/services) 

Entity selling / using the 
wearable is an essential or 
important entity  

Product Liability Directive 
(Directive (EU) 2024/2853) 

Liability for products causing 
damage / harm 

Defective product including 
software causes harm / 
damage 

Consumer Law Bundle​
(Unfair Commercial Practices Directive 
2005/29/EC, Consumer Rights Directive  
2011/83/EU, Digital Content Directive 
(EU) 2019/770, Unfair Contract Terms 
Directive 93/13/EEC) 

Supplier-consumer 
relationship and rights 
governance 

The wearable or AI assistant is 
marketed, sold or supplied to 

consumers 

Table1: Overview of applicable regulations and directives, their primary scope and how wearables and 
AI assistants trigger them. 
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1.1 General Product Safety Regulation (GPSR) 
General Product Safety Regulation1 applies as a safety backstop to consumer wearables that 
fall outside sector-specific legislation, in this case, devices not regulated as medical devices 
under the Medical Devices Regulation. Its broad definition of "product" in Article 3(1) covers 
wearable hardware and associated software elements not otherwise regulated. Key 
manufacturer obligations include risk assessment, technical documentation, product 
traceability, and corrective action including recall.2   

The GPSR addresses physical product safety. It does not govern health data processing, the 
classification of AI outputs, cybersecurity of connected services, or the wellness/medical 
boundary. Its significance is as a safety base as it ensures consumer wearables outside 
more specific frameworks face baseline safety obligations rather than none.3 

1.2 Medical Devices Regulation and the Wellness/Medical 
Boundary 
Medical Devices Regulation4 (MDR) applies where a wearable, software function or 
associated application is intended by its manufacturer for a medical purpose, including 
diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation of disease.5 
Recital 19 MDR expressly excludes products intended for "general fitness and well-being 
purposes," including applications providing training instructions, nutritional tips or activity 
tracking, as long as they do not claim a medical purpose. Where the MDR applies, obligations 
are substantial: general safety and performance requirements6, risk-based software 
classification7, clinical evaluation8, notified body conformity assessment for most AI-driven 
software, CE marking, EUDAMED registration, and post-market surveillance and vigilance9. 

9 MDR Arts. 83–90. 
8 MDR Art. 61. 
7 MDR Annex VIII. 
6 MDR Annex I. 
5 MDR Art. 2(1). 

4 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical 
devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 
1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC. 

3 Rak, M., Quinn, S. (2024). Digital wearables: regulatory landscape overview. Publications Office of the 
EU, pp. 24–25. Available at: 
https://op.europa.eu/en/publication-detail/-/publication/444aaeee-0546-11f0-b1a3-01aa75ed71a1/la
nguage-en. 

2 GPSR Articles 9–15.  

1 Regulation (EU) 2023/988 of the European Parliament and of the Council of 10 May 2023 on general 
product safety, amending Regulation (EU) No 1025/2012 of the European Parliament and of the 
Council and Directive (EU) 2020/1828 of the European Parliament and the Council, and repealing 
Directive 2001/95/EC of the European Parliament and of the Council and Council Directive 
87/357/EEC. 
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Additionally, MDCG 2019-11 rev.110 and MDCG 2023-411 provide software classification 
guidance. 

The MDR's medical/non-medical purpose test creates a structural tension for AI health 
coaching applications. A system designed to deliver personalised health recommendations 
such as weight management, cardiovascular risk, or sleep quality based on continuous 
physiological wearable data may generate functionally sophisticated, health-consequential 
outputs while remaining formally outside MDR scope because the manufacturer has not 
claimed a medical purpose. The compliance gap this creates is not a flaw in MDR's core logic 
as the Recital 19 wellness exclusion reflects a deliberate policy choice but AI has raised the 
functional ceiling of wellness applications considerably since that choice was made. The 
result is that regulatory consequence turns on how a product is marketed rather than on the 
health-consequentiality of its outputs.12 

1.3 AI Act and the Dual Compliance Problem 
The AI Act13 (AIA), in force since August 2024, establishes a horizontal risk-based framework 
for AI systems. Under Article 6, AI systems embedded in wearable medical devices subject to 
notified body conformity assessment under the MDR are designated high-risk classification, 
triggering substantive obligations including risk management, data governance, logging, 
transparency, human oversight, accuracy, cybersecurity, quality management, conformity 
assessment, post-market monitoring and incident reporting.14 For non-medical AI health 
coaching applications, the high-risk classification is not automatic, and such applications 
may fall in the minimal-risk category which is a consequence of the same wellness/medical 
boundary discussed in Section 1.2.  

Title VIII of the AI Act applies separately to general-purpose AI (GPAI) models applicable to 
the majority of intelligent assistants as they are based on LLMs. Among the requirements for 
GPAI are technical documentation, copyright compliance, training data transparency, and, for 
models above the 10²⁵ FLOP systemic risk threshold, adversarial testing, incident reporting 
and cybersecurity measures.15 However, as it probably is in most cases, an intelligent health 

15 AIA Arts. 51–55. 
14 AIA Arts. 8–23, 43, 49–50, 71–73. 

13 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying 
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). 

12 Sopúchová, S. (2025). AI-Driven Wearables in Healthcare: Rethinking the Legal Framework for 
Smartwatches. Bratislava Law Review, 9(2), 173-192. Available at: 
https://doi.org/10.46282/blr.2025.9.2.915. 

11 MDCG 2023-4 Medical Device Software (MDSW) – Hardware combinations Guidance on MDSW 
intended to work in combination with hardware or hardware components, October 2023. Available at: 
https://health.ec.europa.eu/system/files/2023-10/md_mdcg_2023-4_software_en.pdf. 

10 MDCG 2019-11 Rev.1 Guidance on Qualification and Classification of Software in Regulation (EU) 
2017/745 – MDR and Regulation (EU) 2017/746 – IVDR, June 2025. Available at: 
https://health.ec.europa.eu/latest-updates/update-mdcg-2019-11-rev1-qualification-and-classification-
software-regulation-eu-2017745-and-2025-06-17_en. 
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assistant is built on a third-party GPAI model leading to an issue of responsibility allocation 
between model provider and wearable provider. The AI Act includes some provisions guiding 
their obligations of each party in this relationship16 but real world implementation still 
remains a live question. 

The central policy tension is that AI-driven medical wearables simultaneously trigger 
high-risk AI Act obligations and MDR conformity requirements, which were developed under 
different frameworks with different terminology, standards bodies and conformity 
assessment bodies, yet both impose overlapping risk management, technical documentation 
and post-market surveillance demands. Although Article 8(2) of the AI Act aims “to ensure 
consistency, avoid duplication and minimise additional burdens” in conformity assessment 
procedures, it is not clear what the integration of “necessary testing and reporting processes, 
information and documentation” provided according to the MDR would entail in terms of 
satisfying specific requirements under the AI Act.17 In December 2025, the Commission 
published COM(2025) 1023, proposing to move MDR from Annex I Section A to Section B of 
the AI Act which would mean that AI-driven medical devices would no longer face 
independent AI Act Chapter III high-risk obligations and instead, AI-specific requirements 
would be incorporated into MDR via implementing acts, with the MDR pathway serving as the 
primary compliance route.18 

Another notable issue is the boundary between high-risk medical AI and minimal-risk or 
no-risk  wellness AI. Wearables may generate health-related predictions or recommendations 
without being clearly presented as medical devices. This creates uncertainty around when 
AI-based health insights should trigger stricter AI Act obligations, especially where users may 
treat wellness outputs as medically meaningful.19 

1.4 GDPR and the Classification of AI-Inferred Health Data 

19 Sopúchová, S. (2025). AI-Driven Wearables in Healthcare: Rethinking the Legal Framework for 
Smartwatches. Bratislava Law Review, 9(2), 173-192. Available at: 
https://doi.org/10.46282/blr.2025.9.2.915. 

18 Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL amending 
Regulations (EU) 2017/745 and (EU) 2017/746 as regards simplifying and reducing the burden of the 
rules on medical devices and in vitro diagnostic medical devices, and amending Regulation (EU) 
2022/123 as regards the support of the European Medicines Agency for the expert panels on medical 
devices and Regulation (EU) 2024/1689 as regards the list of Union harmonisation legislation referred 
to in its Annex I {SWD(2025) 1050-1052 final}. Available at: 
https://www.europarl.europa.eu/RegData/docs_autres_institutions/commission_europeenne/com/20
25/1023/COM_COM(2025)1023_EN.pdf. 

17 Rak, M., Quinn, S. (2024). Digital wearables: regulatory landscape overview. Publications Office of the 
EU, pp. 24–25. Available at: 
https://op.europa.eu/en/publication-detail/-/publication/444aaeee-0546-11f0-b1a3-01aa75ed71a1/la
nguage-en. 

16 AIA Arts. 25(2) and 53(1)(b). 
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The General Data Protection Regulation20 (GDPR) applies wherever a wearable or intelligent 
assistant processes personal data relating to an identifiable natural person. The fundamental 
GDPR question for this AI-driven wearables is whether AI-generated outputs, such as health 
risk scores, sleep quality assessments, physiological trend analyses, or personalised 
coaching recommendations, constitute "data concerning health" within the meaning of Article 
4(15), defined as personal data revealing information about a natural person's health status. 
The classification matters because Article 9 GDPR considers health data to be a special 
category, requiring both a standard lawful basis under Article 6 and an additional condition 
under Article 9(2). Explicit consent (Art. 9(2)(a)) is the most commonly available basis in the 
consumer wearable context, with higher requirements than standard consent. Key further 
obligations include data minimisation and purpose limitation,21 DPIAs for high-risk 
processing,22 data protection by design and by default,23 or security measures.24 

Whether AI-generated health inferences from wearable data constitute health data under 
Article 4(15) is genuinely unresolved. The CJEU's confirmation in Vyriausioji tarnybinès etikos 
komisija25 that data capable of revealing special-category information indirectly falls within 
Article 9 supports the view that continuously collected physiological data processed by AI 
will frequently constitute health data in context. However, the EDPB has not issued 
sector-specific guidance on AI-generated health outputs from wearables, leaving controllers 
without clear responsibilities under the applicable legal regime along with the consent 
requirements that follow from it. 

1.5 EHDS and Wearable Data Quality  
The European Health Data Spaces Regulation26 (EHDS), in force since March 2025, 
establishes a framework for the primary and secondary use of electronic health data. For 
wearables and intelligent assistants, two provisions are directly relevant. First, Articles 47–49 
of the EHDS govern wellness applications claiming interoperability with electronic health 
record (EHR) systems meaning they must comply with specific labelling and quality 
requirements and undergo certification before claiming EHR-interoperable status. Second, 
the EHDS establishes a secondary use framework for health data, including data from 
wearables used in clinical contexts, with an opt-out mechanism rather than affirmative 

26 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the 
European Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847. 

25 CJEU, Case C-184/20 Vyriausioji tarnybinès etikos komisija (2022), paras. 122-127. 
24 GDPR Art. 32. 
23 GDPR Art. 25. 
22 GDPR Art. 35.  
21 GDPR Art. 5.  

20 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).  

 
8​ ​  

 



 

 
 
consent requirement.27 Key implementation milestones including EHR interoperability 
specifications fall for March 2027. 

The policy issue is an implementation risk: the Regulation does not yet mandate minimum 
clinical quality or validation standards for consumer wearable-generated data claiming EHR 
interoperability.28 Consumer-grade sensors collect data in uncontrolled domestic 
environments, and AI-generated inferences from that data have not necessarily undergone 
clinical validation. Pending the Commission's implementing acts on technical specifications, 
the quality requirements applicable to wearables claiming EHDS interoperability remain 
unspecified introducing the risk that low-quality consumer data enters clinical data 
infrastructures. 

1.6 Cybersecurity: CRA, RED, and NIS2 
Three instruments governing cybersecurity are relevant for wearables and AI assistants and 
each of them has a distinct scope. The Cyber Resilience Act29 (CRA), with all obligations 
effective from December 2027, applies to connected consumer wearables as products with 
digital elements, requiring cybersecurity by design, ongoing vulnerability handling, security 
updates and incident reporting to ENISA30. However, in recital 16, it expressly excludes 
medical devices, which fall under MDR cybersecurity requirements. The Radio Equipment 
Directive31 (RED) adds mandatory hardware-level cybersecurity, privacy and fraud-prevention 
requirements for internet-connected wearables at the pre-market stage but does not govern 
runtime software updates or associated AI services. Finally, the NIS2 Directive32 operates 
differently: it covers operators of essential and important services, including health sector 
entities, cloud providers and digital infrastructure operators, not the devices themselves, thus 
applying to the organisational backends of wearable ecosystems.  

The policy issue is not that these instruments contradict each other as they are deliberately 
layered, but that for wearable products sitting on the fence of the consumer/medical 
classification boundary, the applicable cybersecurity framework is entirely determined by 
regulatory classification. A product classified as a medical device would fall under MDR 

32 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on 
measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 
910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive). 

31 Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the 
harmonisation of the laws of the Member States relating to the making available on the market of 
radio equipment and repealing Directive 1999/5/EC. 

30 CRA Arts. 13–14 and 27–32. 

29 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 
horizontal cybersecurity requirements for products with digital elements and amending Regulations 
(EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act). 

28 Rak, M., Quinn, S. (2024). Digital wearables: regulatory landscape overview. Publications Office of the 
EU, pp. 24–25. Available at: 
https://op.europa.eu/en/publication-detail/-/publication/444aaeee-0546-11f0-b1a3-01aa75ed71a1/la
nguage-en. 

27 EHDS Art. 71. van Drumpt, S. et al. (2025). Secondary use under the European Health Data Space: 
setting the scene and towards a research agenda on privacy-enhancing technologies. In: Frontiers in 
digital health 7, 1602101. Available at: https://doi.org/10.3389/fdgth.2025.1602101. 
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cybersecurity requirements but the same product marketed as a consumer wearable falls 
under the CRA. For hybrid products that combine consumer hardware with health-monitoring 
software, this classification-dependence creates uncertainty. New legislative developments 
might provide guidance in the future as in January 2026 a Commission cybersecurity 
package was proposed, including NIS2 amendments and a revised Cybersecurity Act, which 
should address broader fragmentation in EU cybersecurity law.33  

33 Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the 
European Union Agency for Cybersecurity (ENISA), the European cybersecurity certification framework, 
and ICT supply chain security and repealing Regulation (EU) 2019/881 (The Cybersecurity Act 2) 
{SEC(2026) 11 final} - {SWD(2026) 11 final} - {SWD(2026) 12 final}. Available at: 
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-act. 
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PART II: Policy Recommendations 
The following recommendations are addressed to the European Commission, co-legislators, 
and relevant EU advisory bodies. They focus on actions that can be taken within existing 
institutional mandates and reflect the regulatory reality described above. 

R1.  Issue guidance on the MDR classification of AI health coaching applications 

The European Commission, in coordination with the MDCG, should issue interpretive 
guidance on the classification of AI-driven applications that use continuous physiological 
wearable data to generate individualised health coaching outputs, in the space between the 
MDR's medical intended purpose threshold and Recital 19's wellness exclusion. Guidance 
should identify the factors that are relevant to determining when an AI coaching application 
crosses from wellness into medical software scope. This could supplement, not replace, the 
MDCG 2019-11 rev.1 software classification guidance, which does not address coaching 
applications explicitly. 

R2.  Resolve the AI Act / MDR dual compliance issue 

The European Parliament and Council should advance the Commission's December 2025 
legislative proposal (COM(2025) 1023) with a view to establishing the MDR as the primary 
compliance pathway for AI-enabled medical devices. Pending adoption, the Commission 
should clarify, through guidance building on MDCG 2025-6, which AI Act Chapter III 
obligations are satisfied by existing MDR conformity processes, so that manufacturers and 
notified bodies can proceed with reasonable regulatory certainty.  

R3.  Guidance on GDPR Article 4(15) classification of AI-inferred health outputs 

The European Data Protection Board should issue sector-specific guidance on the conditions 
under which AI-generated outputs derived from wearable physiological data (such as health 
scores, risk assessments, personalised recommendations) constitute "data concerning 
health" within the meaning of Article 4(15) of the GDPR, and on the applicable Article 9(2) 
legal bases. Guidance should address the CJEU's indirect inference doctrine in the wearable 
AI context and provide practical criteria for data controllers seeking to determine the legal 
regime applicable to their AI-derived outputs.   

R4. Include data quality requirements for wellness app data in EHDS implementing acts  

In developing the implementing acts required under the EHDS, particularly the technical 
specifications for EHR system interoperability under Article 23 and the requirements for 
wellness applications claiming EHR interoperability under Articles 47–49, the Commission 
should include minimum data quality and clinical validation requirements applicable to 
consumer wearable-generated data. These requirements should address sensor accuracy 
benchmarks, AI model validation standards for health-relevant outputs, and data labelling 
requirements, in consultation with clinical standards bodies (CEN/CENELEC) and health data 
access bodies.  
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